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The local and national media constantly remind us that cybercrime poses a 
real and growing threat to the big box stores and online shopping sites such as 
Target, Neiman Marcus, eBay, and Home Depot. It is tempting to think these are 
the only targets and small businesses are safe. What could they possibly want 
with us? We are too small, right? Well, in fact, small businesses of fewer than 
100 employees are the target of hackers 71 percent of the time. Here are a few 
more statistics to put this all into perspective:

•  Fifty percent of all small businesses have been the victim of cyberattacks, 
with costs that average $21,000 per attack.

•  One in five small businesses falls victim to cybercrime each year. And of 
those, some 60 percent go out of business within six months after an attack.

•  Thirty-five percent of the small businesses hurt by social media malware 
suffered financial losses, with more than a third losing in excess of $10,000.

•  Ninety percent of small business respondents said their organization’s 
computers had been breached in the last 12 months.

•  In 2012, the largest growth in targeted attacks involved small companies 
with fewer than 250 employees.

•  Overall, cyberattacks on small business rose 300 percent in 2012 from the 
previous year.

•  In 2013, one in five small businesses received a spear phishing email, 
and the overall number of spear phishing campaigns rose by 91 percent 
that year.

Size doesn't matter to hackers,  
data does
 

by Page W. Moon

Editor’s Note: For information on source references used in this article, contact 
Chris Linville, America’s Pharmacist managing editor, at chris.linville@ncpanet.org 
or 703-838-2680.
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•  Pharming: This attack may 
corrupt a server or a computer’s 
host files to redirect a user to a 
phony website without the victim 
realizing it and then steal valuable 
personal or private information. 
Sometimes these attacks take 
the form of domain name system 
poisoning that modify a server.

•  Phishing: Seeks to gain personal 
or private information, often by 
sending an email request that 
appears to be from a legitimate 
source (spoofing refers to when 
the email address of the sender 
appears to be originated from a 
different source than it truly is) 
and obtaining sensitive infor-
mation or directing a victim to a 
website where the information is 
collected. In spear phishing, the 
email appears to come from an 
individual in the company or in a 
position of authority.

•  Physical Asset Theft: The theft 
of devices that contain valuable 
information, such as laptops, 
thumb drives, mobile devices, 
and the like.

•  Wi-Fi Eavesdropping: Hackers 
may hijack information over the 
airwaves when connecting to 
sites that don’t use encryption. Of 
greatest concern are unencrypt-
ed Wi-Fi hotspots. There are peo-
ple called wardrivers who cruise 
around searching for unsecured 
Wi-Fi networks to target.

PLANNING A DEFENSE
To plan an effective defense against 
cyberattacks, look at your business 
operations to see where you might 
be leaving doors open for thieves. An 
organization’s weaknesses can make 
cyberattacks more likely. Understand-
ing these vulnerabilities can help your 
business develop the right internal 
policies to close off points of entry 
that a cybercriminal might exploit.

Internally, your pharmacy must deal 
with untrained employees who open 

ATTRACTIVE TARGETS
Understanding why these criminals 
target small businesses, and espe-
cially independent pharmacies, is an 
important step toward crafting a strat-
egy to prevent, or at least, minimize 
attacks. The answer is really simple. 
Most experts agree that what makes 
small businesses attractive to hackers 
is their data. Jody Westby, CEO of 
Global Cyber Risk, put it this way in 
an article written by Tyler Armerding, 
“It is the data that makes a business 
attractive, not the size—especially if it 
is delicious data, such as lots of cus-
tomer contact info, credit card data, 
health data, or valuable intellectual 
property.” Your pharmacy deals with 
this type of information daily. 

It’s not just attractive data, it’s also 
weak defenses. Small businesses 
such as independent pharmacies are 
more attractive targets because they 
tend to have less secure systems and 
often limited or no finances to invest 
in true data security.

Now that we know why they attack, 
let’s explore how they attack. The list 
below is not comprehensive, but it 
covers the most common ways an 
attacker might harm your pharmacy.

•  Denial of Service: These delib-
erate attacks seek to shut down 
access to services by overwhelm-
ing a website or server with a 
multitude of requests.

•  Internal Bad Actors: A disgrun-
tled or mischievous employee or 
person with access to a system 
may corrupt a network or share 
sensitive data with unauthorized 
sources.

•  Malware: This term is short-
hand for malicious software that 
attacks a system in a variety of 
ways. The term encompasses all 
sorts of insidious attackers: a vi-
rus, worm, Trojan horse, spyware, 
adware, keylogger, botnet/bot, 
rootkit, and ransomware.

emails with malicious content, click 
on hijacked web links, create weak 
guessable passwords or otherwise 
leave your business open to attack. 
Not only is email a vehicle to pro-
liferate malware, it is a means for 
communicating information, even 
confidential, outside of the organiza-
tion or to unauthorized parties. Do 
your employees have access to data 
that they shouldn’t? The more people 
who have network access to sensitive 
information, the more likely it will be 
improperly handled and shared.

The Lahey Hospital and Medical 
Center, associated with Tufts Univer-
sity, agreed to an $850,000 settle-
ment in 2015 stemming from a 2011 
breach in electronic protected health 
information (ePHI). An unencrypted 
laptop was stolen from a treatment 
room at the facility. Does your 
pharmacy routinely access, store, 
or manipulate ePHI on a portable 
device such as a laptop, tablet or 
smartphone? Consider what would 
happen if that device fell into the 
wrong hands.

Using third-party vendors can create 
another access point to your network 
or an avenue by which a company’s 
data may be compromised. Many 
pharmacies rely on third-party ven-
dors for point-of-sale systems and 
patient record/prescription manage-
ment. Relying on a third-party vendor 
to secure your patient data without 
question could be a recipe for disas-
ter. Verify that any vendors who have 
access to your sensitive information 
have secure methods for storing and 
transmitting that data. Put security 
standards in contracts and verify 
compliance by vendors.

So, now that we know what criminals 
want and some of their methods, what 
can small businesses like ours do to 
guard against these attacks? We must 
develop a good pro-active security 
system with the following features.



Most experts agree that 
what makes small 
businesses attractive 
to hackers is their data.
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Burglary and Robbery Risk Assessment
Hackers and electronic data breaches are not the only threat to your pharmacy. With the dramatic increase in pharmacy 
robberies in the United States in recent years, the need to physically secure your business is more important than ever. 
The following checklist provides a quick assessment of potential vulnerabilities in your pharmacy’s defenses against 
break-ins and robberies. Items on the checklist are based on the examination of thousands of pharmacy crimes. 

Physical Security Technology Procedures

Occupancy—Increased risk if upper floors 
or adjacent buildings are unoccupied

No local and audible alarm Robbery training has not been provided 
to employees

Inadequate exterior and interior lighting No central station alarm system No plan for after-hours alarm response—
Does the pharmacist arrive on site and 
meet police?

Rear door not illuminated and not 
protected by burglar bars

Inadequate alarm sensor coverage—
Motion detectors not covering retail, office, 
and storage areas.

Inadequate control of alarm security 
codes—Limited numbers of people have 
the codes and codes are changed when 
someone leaves

No protection for front windows against 
smash and grab attacks (more than half of 
pharmacy break-ins are through the front 
of the store)

No line security—Local and central station 
with cell phone back-up alerts alarm 
company if wires are cut

No alarm testing and maintenance 
agreement—The alarm needs to be tested 
at least twice a year and a maintenance 
contract needs to be in place.

Narcotics not locked up at night—In a 
safe, gun cabinet, or reinforced security 
cabinets

No battery back-up Inadequate control of safe access—
Combination is widely known and not 
changed when employees leave

Door locks are not double cylinder 
deadbolt, throw distance less than one 
inch

Video surveillance—Does not cover 
counter, front door, and building exterior.

No perpetual inventory system—Should 
a theft occur, it would be difficult to 
determine what was taken

Aluminum frame doors that can easily 
be pried

No vibration detectors installed if there 
are vacant adjacent properties

Narcotics not locked in safe at night

Vibration detectors (walls and ceiling) Over $200 in cash kept unsecured at night

No panic or hold-up button Poor key control procedures—Keys to 
the store provided to limited numbers of 
people and locks re-keyed when someone 
with access terminates employment

Source: Pharmacists Mutual Insurance Company



UPDATE YOUR 
OPERATING SYSTEM
If you operate on a Microsoft Win-
dows Operating System it should be 
Windows 7, 8, or 10. Windows XP is 
no longer supported by Microsoft. 
Running your pharmacy management 
system or other programs that access, 
store or manipulate ePHI puts you at 
an increased risk of an attack.

RESTRICT ACCESS TO  
YOUR NETWORK
Physically lock away your server and 
other technical equipment to eliminate 
unauthorized access. Servers on the 
pharmacy floor are easily tampered 
with if they are not secured. Modern 
computers systems, including servers, 
point-of-sale systems, and workstations/
laptops all have USB ports for easy 
data exchange. Ensure these devices 
and their open USB ports are not easily 
accessible to unauthorized personnel.

Limit administrative access to trusted 
staff and key personnel. Your employees 
should have access to information only 
on a need-to-know basis. Password 
protect computers and other net-
work equipment using hard-to-guess 
passwords containing upper and lower 
case letters, numbers, and punctuation. 
Change passwords routinely. Disable 
user credentials after a number of failed 
log-in attempts to prevent hackers from 
employing dictionary attacks against 
your network. In dictionary attacks, 
hackers will attempt to try every word, 
or combination of words and numbers 
against your network until they get a 
match. When an employee moves on 
to another company, make certain their 
access to your network is disabled on 
all network resources including servers, 
third-party vendor sites, and email.

EMPLOY NETWORK DEFENSES
Use proper networking equipment, such 

as firewalls, to prevent unwanted net-
work access. Have qualified personnel 
monitor activity on your network using 
effective intrusion detection and preven-
tion tools. Secure remote access to the 
network by employing encrypted virtual 
private networks if remote access is 
indeed required. If remote access to the 
network is not necessary, then ensure 
remote connectivity is prohibited at the 
firewall level. Be sure to have up-to-date 
software, malware/antivirus, and spam 
filtering services on all computers and 
servers. Ensure that software updates 
are adopted as they're issued and have 
a process in place to update and patch 
third-party software.

ESTABLISH EFFECTIVE  
SECURITY PROTOCOLS
Train your employees. Provide security 
awareness training to your staff and 

Continued on page 28 



explain the security protocols while you 
enforce them. Require your employees 
to use complex passwords that are 
changed frequently and at least every 
three months. Establish Internet use 
guidelines and email policies. Ensure 
that your staff doesn't open emails from 
unknown or suspect sources or click on 
links embedded in suspect messages. 
Enforce restrictions on personal device 
usage on your network. You can only 
control what you know, and by allowing 
your staff to use their favorite tech gad-
get on your network, you are compro-
mising your own security.  

Establish policies for what devices can 
enter and exit the workplace (such as 
laptops, thumb drives, CDs, digital 
cameras) and put restrictions on stor-
age and use. Monitor non-employees 
such as repairmen who have access 

to your store, even if for seemingly 
legitimate purposes. Establish a proto-
col to address security vulnerability re-
ports in a timely manner. Instruct your 
employees to follow this protocol even 
if you or the owner are not present at 
the time of the incident.

TEST YOUR DEFENSES
Have qualified (and vetted) IT security 
personnel perform penetration tests 
on a regular basis to ensure that your 
network is as secure as it can be. 
During penetration tests your security 
advisor will attempt by various means 
to get into your network and verify that 
your defenses are up and functioning. 
Plan for an independent security review 
at least once a year, depending on the 
size and scope of your technology. And, 
most importantly to the continuity of 
your operations, have a verifiable backup 
and disaster recovery plan and practice 
it consistently.

Preparing for and recovering from 
cyberattacks is not something that you 
can take lightly. And while the infor-
mation written in this article may be 
daunting, there is help available. Talk 
with your local chamber of commerce 
or other area pharmacists about their 
technical support. Find a reliable, 
honest, IT firm that is committed to cy-
ber-security and get them to assist you. 
A little money invested now on preven-
tion and protection will go a long way to 
helping your pharmacy protect against 
the devastating losses—financial and 
reputational—of cybercrime. ■

Page W. Moon, chief information officer 

with Focus Data Solutions, Alexandria, 

Va., is a technology professional with 

more than 30 years of information tech-

nology experience, including computer 

networking, network security, operations, 

software design, disaster preparation, and 

mobile device management.
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National Community Pharmacists 
Association Foundation www.ncpafoundation.org

“Growing up in a small town that had an independent pharmacy, I was inspired 
by the impact our pharmacist made on her patients and the community. I am so 
grateful to the NCPA Foundation for helping me with my education; I know its 
continuous support of students like me will keep independent pharmacy alive and 
thriving so that we can continue to make an impact.”

The National Community Pharmacists Association Foundation preserves 
the legacy of independent pharmacy through scholarships to NCPA student 
members, programs that encourage independent pharmacy ownership, research 
that enhances patient care, community health awareness programs, and 
disaster aid to community pharmacy owners. The Foundation was established 
in 1953 and is a non-profit 501(c)(3) organization. The McKesson Foundation 
supports the NCPA Foundation’s scholarship program.

Megan Willis
PharmD Candidate 2017
Regis University

http://www.ncpafoundation.org/
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Building pharmacist-physician  
partnerships requires common 
values and trust
 

by Chris Linville

photos by Mike DeFilippo

W rking
Collaboratively
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Speaking from the physician side, Paul Mulhausen, MD, 
chief medical officer for Telligen, West Des Moines, Iowa, 
acknowledged what many pharmacists find frustrating: 
that there is a tendency among physicians to put more 
trust in other physicians before any other health care 
practitioner.

“One of the interesting observations about working with 
colleagues in the medical profession is the shared social ex-
perience of having done medical school and residency, and 
that defines you,” he says. “That shared cultural experience 
defines who you are. Even if you start to dig into something 
that’s near and dear to your heart, the argument from the 
physician always is, ‘Well we did medical school and a 
residency.’ That’s their mindset. The assumption is that col-
leagues who have come from that experience, gone through 
that training, and passed all of their exams is competent.”

With that in mind, discussing ways to find a bridge to link 
the two professions for a common goal was the primary 
objective of the session. Millonig then gave an example of 
the wrong way for a pharmacist to pursue a partnership 
with a physician. She referenced “Mary,” a young and 
eager pharmacist from Minnesota.

In the March issue of America’s Pharmacist, we get an ex-
pert perspective on ways to help build collaborative relation-
ships between pharmacists and physicians. 

The topic was part of a post-convention program entitled 
“Creating, Telling, and Selling Your Value Story” at the NCPA 
Annual Convention last fall. Kurt Proctor, NCPA senior vice 
president for strategic initiatives, moderator for the event, 
offered this anecdote summing up the goals for the session:

“If you got on an elevator with a potential new patient, can 
you tell him about you and your pharmacy in a way that 
entices him to transfer to you before the doors open?” he 
asked. “What about a doctor? Or a local employer? Why don’t 
you run an immunization program for them, or smoking ces-
sation, or something else? We want to make sure you have a 
crisp elevator speech and message about your pharmacy to 
those you run into.”

The January 2016 issue highlighted ways to understand and 
manage your pharmacy’s brand. A future issue will focus 
on turning stories about your pharmacy into an executable 
marketing strategy.

A COMMON COVENANT
In discussing the pharmacist-physician relationship, 
Marsha Millonig, BPharm, president and CEO, Catalyst 
Enterprises, Eagan, Minn., asked, “What is the common 
covenant that bonds pharmacists and physicians together? 
It’s helping the patient. It’s really important because people 
do die every day when we don’t work together.” 

Millonig says that in the current health care environ-
ment, there’s never been a better time to build team-
based care. But, she also says, “We do need to find com-
mon values, attitudes, and training. Figure out how you 
want to create value, and bring that into your relationship 
with physicians.”
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“She found out about this great opportunity to go work with 
physicians,” Millonig says. “She graduated, went to work at 
a pharmacy, and decided to collaborate with a clinic next 
door. She was really excited. She showed up at the clinic 
and wanted to see the doctor. But the nurse shot her down, 
saying they had a full patient load, that the doctor can’t see 
her, and really don’t know when she could schedule a time.”

“Mary felt pretty bad after that,” Millonig says. “She was 
fired up and enthusiastic. But what had she done to make 
the doctor feel like he should collaborate with her? She 
didn’t know him; it was a cold call. Did she do her home-
work? Did she know anything about the physician’s prac-
tice? What was a good time or a bad time to call?”

Millonig says there are studies that look at the ways 
pharmacists and physicians build relationships, and they 
are driven by the idea of trustworthiness. “It is consistent 
behavior over time that builds that, and often informal 
dialogue starts a formal collaboration.”

What Mary needed to do was to get answers to several 
questions, Millonig says. “What made her believe the 
doctor would welcome her as a collaborator? What has she 
done to establish trust and confidence between her and 
the doctor? What ‘homework’ does she need to do to better 
make her case to the doctor? And how can she prove to 
him that it is ‘safe’ to work with her?”

Answering those questions is the key, Millonig says, and 
doing so can open doors. 

“There is a huge opportunity to make a difference,” she 
says. “Research says time and again that patients want you 
to coordinate care with their physicians, and we know we 
can make a difference from an economic standpoint.”

“I am an enthusiast about team-based care,” Mulhausen 
says. “And I think I’m a bit of an outlier from my generation. 
I think you will find that the generation of physicians fol-
lowing me have been much better socialized to collaborate 
with you. You’ll find an environment that’s more fertile for a 
collaborative working relationship.”

COLLABORATIVE PRACTICE AGREEMENTS
Collaborative practice agreements are used to create 
formal practicing relationships between pharmacists and 

“It’s really important because 
people do die every day when 
we don’t work together.”

Paul Mulhausen, MD, believes the generation of physicians following him “have been much better socialized to collaborate” 

with pharmacists.
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other health professionals, usually a physician. They allow 
for collaborative drug therapy management activities. They 
also enable pharmacists to provide a range of clinical ser-
vices, including initiation, modification, and monitoring of a 
patient’s drug therapy. At present, 48 states allow pharma-
cists to engage in some type of collaborative practice rela-
tionship. (Delaware and Alabama do not.) As Millonig says, 
“It’s basically a set of rules that defines your relationship, 
how you are going to operate, and what you can do under 
protocol. And the whole idea is to improve quality of care.”

There are several key components to a typical CPA:
•  The pharmacist agrees to work with the prescriber un-

der a written and signed agreement to perform certain 
patient care functions under specified conditions.

•  The pharmacist has the knowledge, skills, and ability 
to perform authorized functions.

•  There is the ability to document activities in a medical 
record.

•  There is accountability for the same quality measures 
for all health professionals involved in the collaborative 
agreement.

Mulhausen says that physicians want pharmacists to 
assume the role of an engaged team member, and reach 
out to prescribers with concerns. He also says physicians 
find value in pharmacists’ potential to find interactions 
and catch errors. All of these elements help create trust. 
“Physicians recognize that pharmacists can reduce 
medication errors, and physicians acknowledge and 
appreciate that.”

Effective collaboration is based on several factors:
• Coordination of individual actions
• Cooperation in planning and working together
• Sharing of goals and problem-solving
• Sharing decision making and responsibility

Mulhausen says that he has worked with a number of 
pharmacy residents as part of his clinical practice and 
recognizes their talents.

“I had a lot of fun with young clinical pharmacists in my 
career,” he says. “I had a lot more fun with the people who 
were helping them become consultant clinical pharmacists 
in the ambulatory care setting. I watched a lot of them 
embrace the homework. And that’s important. From my 
perspective, taking a consultative role does imply that we’re 
going to do the homework needed to truly be an expert.”

Mulhausen says team dynamics have to be considered 
within a collaborative setting. Among them are how deci-
sions are made and how to manage power within a team.

And when it comes to team hierarchy, Mulhausen is honest. 

“This is a little pretentious on my part, but physicians are 
socialized to believe they are leaders of the health care 
team,” he says. “I actually believe that personally myself. 
I think I was trained to lead health care teams. Not all 
physicians are trained to lead teams. But they are trained 
to believe they are the ultimate executive of the care plan. 
I think culturally that is still the case. Patients expect the 
physician to be the executive.”

However, Mulhausen says that as the team develops and 
gels, the top-down structure can become less rigid.

“Now ultimately once we trust each other, leadership is not 
going to matter as much,” he says. “There’s going to be 
a lot of opportunity to delegate when I trust you, and you 
trust me, and I know you are going to do the right thing, 
and it doesn’t have to be reviewed every time. So it’s really 
a part of developing those team relationships that you have 
to be especially sensitive to the leadership issues. 

Saving a Life Through Teamwork

Paul Mulhausen, chief medical officer for Telligen, West 
Des Moines, Iowa, likes to share a story that emphasizes 
his sense of respect and admiration for pharmacists. He 
practiced medicine for about 25 years before becoming a 
physician executive, and one day, while working in Iowa City, 
Mulhausen had a patient referred to him by a cardiologist for 
management of diabetes. The patient not only had diabetes, 
but also a heart problem. 

“So we talked about his diabetes, and his heart condition 
seemed to be fairly well-controlled and well-managed,” he 
says. To help manage the patient’s diabetes, Mulhausen 
prescribed metformin. He wrote the prescription and the 
patient, who lived about 40 miles away, went home. Later in 
the day, Mulhausen says he received a phone call from the 
patient’s pharmacist, who pointed out that the patient had 
heart failure, and was on fairly high doses of Lasix and his 
other heart failure medicines. 

“It reminded me that the package insert for metformin said 
not to take Glucophage if you have heart failure that is treated 
with medicines such as Lanoxin or Lasix,” Mulhausen recalls. 
“This was 15 years ago, and we know a lot more now, but at 
that time, in my world view, that pharmacist had taken the 
initiative to reach out to me and save a person’s life. And that’s 
powerful. The opportunity to save a life is huge, and solidifies 
your potential value as a collaborative member of the health 
care team.”



And being outstanding at what you do can enhance your 
standing, Mulhausen says. “Here’s where your value can 
be: you have to work with the team, and you have to define 
your added value knowledge,” he says “And you have to be 
so much more knowledgeable about it that everyone on 
your team knows you can be trusted.”

GETTING PAID
Obviously, health care practitioners across the spectrum 
want to do what’s best for the patient, and collaborative 
agreements can help make that happen. But nobody really 
wants to work for free, either. 

“To me, this is the elephant in the room,” Mulhausen says. 
“Because I’ve never met a pharmacist who said, ‘I don’t 
want to be a valued member of the team.’ And I’ve never 
met a physician who said that pharmacists should not be a 
member of the team.

“Physicians recognize the value of pharmacists, but we 
just don’t know how to create the business model around 
payment. I think this is where things are starting to be 
fundamentally different. In the past, for you to come in 
and collaborate with me, I had to either take a cut in pay 
so you could get your time reimbursed, or I had to work in 
an integrated model where they would support your time 
because they recognized the quality element of value.”

Mulhausen referenced advanced payment models such 
as accountable care organizations, pointing out that they 
tend to be institutionally centered. For example, in Iowa 
he says they are primarily being run out of hospitals. But 
he recognized that if you are an independent professional, 
you might believe you are being pressured to join systems 
and join organizations, but you want to maintain some 
professional independence. For those people, a project 
called the Comprehensive Primary Care model (innova-
tion.cms.gov) might be an option. 

20 Tips to Build Communication and Collaboration With Physicians

1. Create a written plan with clear definitions and reference published treatment guidelines.
2. Focus on the patient as your first and only priority.
3.  When first discussing a specific patient with a physician, do not try to “own” that patient. (Physicians are accountable for the 

patient’s treatment plan.)
4.  Get to know the physician’s practice, and especially become acquainted with key staff and practice workflow.
5.  Develop a supportive culture for things to happen. For example, establish a highly creative MTM culture. 
6.  Advocate with state regulatory and policy organizations so clear articulation of roles can be fostered. New business models are 

changing traditional scopes of practice.
7.  Start small and build from there: for example, with an immunization program or high-risk medication, or focus on a particular 

quality measure.
8.  Develop tools for patients to use with their physicians—they are consumers, too. For example, the personal medication record and 

medication action plan are part of the MTM core service elements.
9.  Use the Internet and other communication technologies for quick, easy dialogue, and provide physicians with helpful information 

on a regular basis for treatment plans.
10.  Build/use a system to share patient information and contribute to coordination of care.
11.  Create value for the physician. Get to know his or her interests. Conduct physician surveys.
12.  Detail physicians about your service. Over time, send follow-up letters and faxes, and make phone calls (according to physician 

preference) to keep them up-to-date.
13.  Check your phone etiquette and that of your staff. Don’t use medical jargon; you can’t win.
14.  Present a professional image in all communications. 
15.  Develop joint statements to share with media. Consider doing so during designated health events. See www.healthfinder.gov/

NHO/for ideas. 
16.  Develop educational programs for physicians and other health professionals. Consider their practice interest and latest trends.
17.  Host jointly sponsored professional meetings.
18.  Volunteer to work on committees related to drug therapy: formularies, practice guidelines, etc. Volunteer to work on committees 

related to HIT and information exchange; each state has such efforts underway. 
19.  Volunteer to help with a clinical trial or new treatment protocol, especially one on drug adherence. (Ask a manufacturer for leads.) 

Work with a college/school of pharmacy.
20.  Make sure all collaborators share in any rewards, and especially recognition. Never forget that collaboration is built on the 

perception of your personal trust, commitment, and confidence.
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“It’s an advanced payment shared savings model that’s 
rooted in groups of practices,” Mulhausen says. “It’s a 
demonstration project out of the Centers for Medicare 
and Medicaid Services just like the Pioneer accountable 
care organization demonstration project. And I can tell 
you, because we have run it, that in the first year it saved 
money. And because it saved money, the practices that 
were especially talented balancing between quality and 
cost are going to get money back. So some of the prac-
tices, though not all, are actually going to share in the 
savings out of the first year of that demonstration. So 
better care coordination that results in higher quality care, 
at a lower cost, creates value for the practitioner, and the 
practitioners are being incentivized to work in teams. So 
you become a part of that team. I believe that health care 
reform, and the movement from volume based reimburse-
ment to value-based reimbursement, is the new opportu-
nity for collaborative care. It’s fertile ground. Health care 
transition is creating an environment where you can get 
paid for the teamwork.”

So, opportunities for successful pharmacist/physician col-
laboration is clearly a viable option. To fully succeed as part 
of an integrated health team, pharmacists need to develop 

an understanding of the skills and attributes that predict 
success. These include knowledge, trust, and understand-
ing of team roles.

“We know physicians want it, there’s an opportunity to do 
it, patients want it, and we can make a difference,” Millonig 
says. “So building collaborative relationships should be top 
of mind.”

For his part, Mulhausen recognizes the role that phar-
macists can play, not only in reducing medication errors, 
but also contributing with their clinical skills. “I am highly 
biased toward collaborating with you,” he says. ■

Chris Linville is managing editor of America’s Pharmacist. 

Pharmacist Marsha Millonig says “building collaborative relationships should be top of mind.”
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PAC
WITH APUNCHNCPA’s political action committee 

gives community pharmacy a fighting chance in the capital 

by Stephen L. Giroux, PD
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“I have enjoyed getting to know many communi-
ty pharmacists through the National Community 
Pharmacists Association PAC. Being involved in 
the NCPA PAC is a great way for you to communi-
cate important issues with candidates—helping 
us understand the struggles and opportunities 
you face, so we can work toward solutions.”
—Rep. Cathy McMorris Rodgers

Community pharmacy will never be 
able to outspend our well-funded politi-
cal opponents in Washington, D.C. But 
we have something far more (or at least 
equally) powerful: our grassroots pres-
ence in every congressional district.

When we combine our ability to have 
relationships at the district level with 
our members of Congress and their 
staffs with a robust political action 
committee (PAC), community pharma-
cy becomes a powerful, personal force 
that our opponents can’t match. “All 
politics is local,” was one of the leg-
endary House Speaker “Tip” O’Neill’s 
favorite sayings, and if nothing else, 
community pharmacy is local.

“I have enjoyed getting to know many 
community pharmacists through the 
National Community Pharmacists 
Association PAC,” says Rep. Cathy 
McMorris Rodgers (R-Wash.), fourth 
ranking GOP member of the House 
of Representatives. “Being involved 
in the NCPA PAC is a great way 
for you to communicate important 
issues with candidates—helping us 
understand the struggles and op-
portunities you face, so we can work 
toward solutions.”

Funded by your personal contribu-
tions, the NCPA PAC allows us to 
“punch above our weight” on Capitol 
Hill, and to use our relationships there 
to exert influence federal policies. 
Remember, it’s not just Medicare and 

Medicaid where federal laws and reg-
ulations affect our businesses. It’s the 
Food and Drug Administration (drug 
approvals), Drug Enforcement Ad-
ministration (controlled substances), 
Department of Defense (TRICARE), 
Agency for Healthcare Research and 
Quality (340B), and the Environmen-
tal Protection Agency (hazardous 
waste). Your support of the NCPA PAC 
enables us to meet with and educate 
members of Congress to raise the 
profile of community pharmacy’s 
increasing value to health care and 
policies that impact it.

Over the last several years through 
the leadership of NCPA PAC (former-
ly NARD PAC), chairmen like Holly 
Henry, John Carson, and the late Sal 
D'Angelo (who founded the PAC and 
coined its enduring motto, “Get into 
politics or get out of pharmacy.”), we 
have taken your PAC to a new level. It 
is one of the top 50 health care asso-
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ciation PACs in Washington. Respect-
able, but we can't rest.

Raising money is a thankless, but 
necessary task that helps the political 
efforts of our tremendously talented 
advocacy team at NCPA. We hope to 
have as many of our members as pos-
sible engage in the political process 
and contribute on a regular basis to 
our PAC. We consider your contribu-
tion as an investment in our profes-
sion, our business, and our future. If 
all of our members do their part and 
contribute, the load is not nearly as 
heavy as it is currently on a relatively 
small percentage of our membership 
who do give regularly. 

Our ask is that you give a dollar a 
day—$365 a year. Ideally, you can 
be a PAC Champion by giving $100 a 
month on your personal credit card 
(by law, PAC contributions must be 
from an NCPA member's personal 
funds). I always say that it is almost 
painless to have $100 a month hit your 
credit card statement. 

Or perhaps you are able to become a 
PAC MVP by contributing the maximum 
allowed of $5,000 a year or $416 month-
ly, which I'm proud to say that most of 
the NCPA leadership team (officers and 
board of directors) have done. 

Additionally, we would welcome you 
to engage in any way you can to help 
us raise money and increase influ-
ence. Just like any political campaign, 
you can encourage your colleagues 
by email, text, phone calls, and snail 
mail letters to help in this effort. 
You could host a fundraiser for your 
member of Congress—if he or she is 
a champion of community pharmacy. 
You could ask any of your lawmakers 
to visit your pharmacy. That doesn’t 
cost you a dime.

Our PAC staff at NCPA can help you 
with any of the above techniques or 
any idea that you may want to try. 

How Do I Contribute?

•  Go to the Advocacy Center, NCPA PAC section, and log in for an online contribution form.
•  You can also download a copy of the contribution form PDF there.
•  By check, payable to NCPA PAC: Mail to 100 Daingerfield Rd., Alexandria, VA 22314
•  By phone: Call NCPA with your credit card information at 800-544-7447.
•  By fax: Send your information to 703-683-3619. Include your name, mailing address, 

job title (occupation), and business name (employer).
•  You also have the convenient option of automatic monthly contributions on your 

credit card.

NCPA PAC Firsts

•  First national pharmacy PAC.
•  First pharmacy PAC to be included in the Top 50 trade association PACs.
•  First pharmacy PAC to raise $225,000 in a two-year cycle.
•  First pharmacy PAC to hold a major event at a national party political convention.
•  First national pharmacy PAC to hold a fundraising event featuring members of the 

House and Senate.

Contact Kendal Miller at 703-838-2695 
and kendal.miller@ncpanet.org. 

Our opponents far outspend us. But 
we can do better, and when com-
bined with our grassroots power, we 
can be far more effective. Thank you 
for your help. Let's try to make 2016 a 

year of victories and prosperity and 
health for independent community 
pharmacy. ■

Stephen L. Giroux, PD, is NCPA PAC 

chairman; owner of Middleport Family 

Health Center, Middleport, N.Y.; and 

served as NCPA president 2007-08.

Steve Giroux, PAC chairman and former NCPA president, is a tireless advocate 

for pharmacist involvement in politics.
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Challenges to the independent pharmacy community are fast and furious and 
2016 appears to be no different than past years in terms of change and oppor-
tunity. “Think outside the box” is the quick message, but a deeper dive into the 
trends and options available to independent pharmacies drive an understand-
ing of what can lead to change and growth.

One recent challenge is the impact of direct and indirect remuneration (DIR) 
fees. One thing is certain, DIR fees will continue to affect gross margins for 
community pharmacies as well as big box and chain stores. It is important 
to ensure a store’s contracted pharmacy services administrative organization 
(PSAO) is helping to identify DIR fee changes and is adept at negotiating with 
third-party payers.

Consolidation within the industry resulted in the CVS acquisition of Target and 
Omnicare and Walgreens’ acquisition of Rite Aid in just the past few years 
alone. The financial strength of the mega chains and big box stores gives ample 
room to grow, build on real estate with parking, and provide services such as 
drive-thru windows in convenient, high traffic areas.

Competition will remain fierce among pharmacists as pharmacist supply 
meets demand in many areas of the country. This trend can also affect commu-
nity pharmacy as staff pharmacists with a few years of experience or who are 
displaced by the influx of new recruits are driven to seek startups where they 
live,a trend also indicated by the higher number of startup funding requests 
at lending institutions. The pressure to keep independents independent is also 

Add patient services  
to drive new revenue
 

by Jimmy Neil

Financial
Woes Demand
Innovation
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prevalent from both a prescriber and 
patient perspective. Health plans, 
distributors, and manufacturers also 
have an interest in maintaining a 
high-performing independent phar-
macy pool.

INNOVATE FOR GROWTH
While DIR fees and narrow networks 
have posed threats to margins over 
the past three years, it is not all gloom 
and doom for the independents. Inno-
vation is the key driving force for 2016. 
Several initiatives, often coupled with 
widely available technology solutions, 
have paved the way to drive new 
income for the future. Independents 

can combat bottom line pressures 
with services that make sense for 
their community.

Each of these initiatives also play a role 
in the availability of funding for start-
ups and acquisitions as well as in the 
selling prices for existing businesses.

Medication synchronization (aka 
“med sync”) is one sure way to help 
the bottom line, increase interac-
tions with patients, and develop 
relationships with prescribers. Med 
sync coordinates the refill orders for 
patients requiring multiple medica-
tions per month on the same day. A 

program can be developed with either 
a low-tech or high-tech solution that 
offers advanced reporting and mea-
surement of success. Coordinating 
prescriptions also increases patient 
adherence and facilitates harmoniza-
tion with prescribers.

A medication therapy management 
(MTM) program and patient adher-
ence packaging solution is often 
added to the med sync program. 
These scheduled one-on-one con-
sultations provide an opportunity to 
drive patient adherence and build 
customer relationships. MTM cases 
referred by a Medicare Part D plan or 
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other payer can add income as can 
patients who pay out-of-pocket for the 
service. Adherence not only keeps 
patients healthier, but also increases 
prescription counts. A study by NCPA 
found that patients enrolled in a med 
sync program were 21 percent of less 
likely to discontinue treatment, and 
2.5 times more likely to be adherent to 
medications. More information can be 
found at www.ncpanet.org/medsync.

PATIENT-CENTERED CARE
Patient-centered care is the wave 
of the future. Personalized service 
cultivates loyalty and trust for long-
term relationships with customers. 
Consider technology for mobile health 
and health information exchange with 
the patient’s care team. Share the 
MTM medication action plan form 
with the team.

It’s important to innovate and deliver 
better care than your competitors. 
This will help compensate for some 
of the challenges of falling reim-
bursements. In fact, pay-for-perfor-
mance programs, such as those 
determined by the Medicare Part C & 
D Star Ratings, are directly affected 
by adherence measures.

Many independent pharmacies 
have gained traction by offering 
compounding services onsite or at 
a complementary, ancillary facility. 
With new technologies available, 
more pharmacists can expand 
highly personalized service levels by 
creating solutions for unique patient 
needs. Compounding medications 
provide a tailored approach to 
wellness. It enables disease state 
management, drives customer loyal-
ty, and delivers solid margins. It also 
enhances working relationships with 
prescribers, adherence measures, 
and patient interaction for success in 
expanding business.

Consider becoming an expert in a dis-
ease state with specialty medications. 

This growth area offers advantages 
for prescribers and patients seeking 
attentive care for those requiring 
specific expensive and complex re-
gimes for diseases such as HIV/AIDS, 
hepatitis C, rheumatoid arthritis, organ 
transplants and multiple sclerosis. 
Community pharmacies can offer an 
in-person, patient-centered high-touch 
approach. It begins with referrals 
from the physicians, and is dependent 
upon managing the communication 
continuum (doctor, patient, pharmacist, 
manufacturer). Take time to research 
evolving technology solutions that are 
bridging these gaps.

A NEW WORLD OF MARKETING
Independent pharmacy will continue 
to be challenged by the financial 
resources that chains and PBMs use 
to target your customers. Predatory 
marketing is luring unwitting patients 
to specific branded pharmacies. From 
targeted messages in prescription 
plan member materials to online, tele-
marketing, and direct mail campaigns, 
tactics are being employed that are 
cost-prohibitive for most community 
pharmacies. A proactive approach is 
essential. Evaluating regional demo-
graphics and hard data from network 
administrators to product distributors 
provides valuable insights for devel-
oping a strategic plan. Build a tactical 
plan by assessing the competitive 
landscape, researching local market-
ing opportunities, meeting with local 
providers, and developing staff train-
ing programs to meet higher service 
level expectations.

Independents should rely on afford-
able resources such as web-based 
and traditional print advertising, 
along with marketing programs 
offered by PSAOs, distributors, 
and local media outlets. Programs 
may include public health events, 
health screenings at community or 
extended-care facilities, schools, 
churches and large employers. Use 
these tactics to showcase differenti-
ation in community pharmacy from 
mega chains. Focus on personal-
ized services, accessibility, delivery, 
direct interaction with a pharmacist, 
prescriber relationships, franchise 
affiliations, and any other innovative 
services offered.

PLANNING AND EXECUTION
Innovation means developing new 
approaches to deliver medicine to 
your customers that improve their 
health, make smart use of their 
money, and result in happy pa-
tients. Implementing programs and 
processes that are patient-centered 
help reduce hospitalizations and oth-
er spending that results from poor 
adherence. Tactics and technologi-
cal solutions that help pharmacists 
integrate with prescribers, distribu-
tors, and health care plans increase 
opportunities to grow margins and 
meet business goals.

There are great resources available 
to independent pharmacies to drive 
innovation. Use Google. All of the 
drug distributors have great solu-
tions and are focused on helping 
you drive adherence. NCPA has a 
wealth of tools for re-engineering 
your practice and diversified revenue 
opportunities to examine. If you are 
frustrated and don’t know where to 
begin, call me and I’ll help get you 
started. ■

Jimmy Neil is the general manager of 

pharmacy lending at Live Oak Bank, Wilm-

ington, N.C. Reach him at jimmy.neil@

liveoakbank.com or 910-212-4951.

Independents can 
combat bottom 
line pressures 
with services that 
make sense for 
their community.
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What started out as a 12-piece, year-long series of articles on pharmacy 
quality measurement has come to a close nearly two years later. The spe-
cific quality measures and the number of measures, not to mention the cut 
points for each star level in the Medicare Part D Star Ratings Program, have 
changed and reflect the industry’s efforts to improve. The Health Insurance 
Marketplace Quality Rating System (applies to what is sometimes referred to 
as “Obamacare”) was released from beta-testing so consumers could use a 
plan’s quality rating to make value decisions when shopping for 2016 health 
insurance coverage.

Star Power: A review of the 
pharmacy quality measures

by Lisa Schwartz, PharmD

20152012
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Pharmacy Quality Measure Column Title Month Published

Proportion of Days Covered – Hypertension, Oral Diabetes, 
Statins

June 2014

Introduction of Quality Series; High Risk Medications June 2014

Practitioners Q&A on Quality Measurement August 2014

Diabetes Treatment (ACE/ARB when indicated; measure retired 
in 2015)

September 2014

PDC Non-warfarin Anticoagulant October 2014

Diabetes Dosing November 2014

CMR Completion Rate December 2014

Benzodiazepine Hypnotics in the Elderly January 2015

Antipsychotics in Dementia February 2015

Statins in Diabetes March 2015

Proportion of Days Covered – Beta Blockers May 2015

CMR Completion Rage – added to SRP June 2015

Drug-Drug Interactions July 2015

Statin in Coronary Heart Disease August 2015

Asthma and Beta Agonists September 2015

PDC DPP-IV Inhibitors October 2015

PDC Sulfonylureas November 2015

PDC Calcium Channel Blockers December 2015

Opioid Trio January 2016

Health Insurance Marketplace QRS February 2016

It’s worth reminding pharmacy own-
ers and pharmacists that the ratings 
in these two federal government pro-
grams are earned by a health plan 
and not a pharmacy. But make no 
mistake, the pharmacy performance 
against these drug safety measures 
(such as medication adherence and 
use of high risk medications) does 
make a difference in the plan ratings. 
Pharmacy performance may affect 
close to 50 percent for stand-alone 
prescription drug plans (PDP) and 
slightly less for Medicare Advan-
tage (MAPD) plans. Health plans 
and pharmacy benefits managers 

are using these measures to track 
pharmacy performance, and in some 
cases use the information to deter-
mine performance incentive pay-
ments based on quality improvement 
goals of the health plan or pharmacy 
network. A quick look at the steady 
climb of the 4-star cut point for one 
measure (“Medication Adherence 
for Diabetes Medications”), reflects 
industry-wide improvement seen in 
most measurement trends.

Community pharmacists have op-
tions for monitoring and improving 
their performance. A few commercial 

dashboard products (see box above) 
will report performance based 
on data provided by participating 
Medicare Part D PDP and MAPD 
plan sponsors or measures selected 
by commercial insurance plans, but 
may not report on other measures 
that have been published by the 
Pharmacy Quality Alliance (www.
pqaalliance.org).

NCPA members interested in im-
proving adherence measures should 
consider becoming a Simplify My 
Meds® pharmacy. These pharmacies 
offer appointment-based medication 
synchronization, a practice found in 
a study published in 2015 to improve 
patient adherence. More information 
is available at www.ncpanet.org/smm.

In the spring of 2014, America’s Phar-
macist began publishing pharmacy 
quality measure articles on a variety 
of health issues, with FAQs on how 
the measures fit into the Medicare 
Part D Star Rating program. Each of 
the 20 PQM articles (see listing at 
left) are archived on the America’s 
Pharmacist online site (www.ameri-
caspharmacist.net) and are accessi-
ble to NCPA members.  ■

Lisa Schwartz, PharmD, is NCPA senior 

director of management affairs.

Companies That Offer Pharmacy 

Quality Reporting

• Ateb
• PQS
• FDS Healthcare Solutions
• Pharmacy Quality Solutions
• PioneerRx
• PrescribeWellness

www.americaspharmacist.net 45


